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Context

Self-synchronizing Stream Ciphers

Canonical form

Uk %697*) Yk Vi — @% Uy

Zy Zk
h@ h9
n n
Yk—n Yk—1 Yk—1 Yk—n
Xk ;Zk

0 key Yk cipher-text
my  plain-text mk  recovered plain-text
Xxx  state of the cipher Xk  state of the decipher
zx ~ complex sequence  Zx  complex sequence
fo next-state function hy  output function
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Self-synchronizing Stream Ciphers

Canonical form

Uy %697% Yk Yk ——

Zy Ek
h@ h9
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Yk—n Yk—1 Yk—1 Yk—n
Xk ;Zk

Advantages

@ Synchronization of cipher and decipher is structural property

@ Does not require any external synchronization protocol
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chronizing Stream Ciphers

Recursive form
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Context

Self-synchronizing Stream Ciphers

Recursive form

Uk %@—> Yk Yk — @% p
1 2« 2]

/2
-

@ How to characterize the functions fy so that Vk > k; the state Xx
does not depend on the initial state Xg ?

@ Is there any non strict T function fy that can be used 7
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strict T-function (parameter)

fo(y)
f-l(.)/7 XO)

fn—2(.y)X0a e ,X,,_4,X,,_3)
fnfl(yvx(h ey 7Xn737Xn72)

4

Non strict T-function

fb(y7X07 <oy Xp—2, anl)
fl(_anOa e oo 7Xn—2-,Xn—1)

fn72(y7X07 o 7an2axn71)
fn—l(y7X07 R0 7Xn—2aXn71)
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Self-synchronization

Definition (Self-Synchronizing sequence)

A sequence (y) is self-synchronizing with respect to f if there exists an
integer k, so that for all initial state xp and X

Vk Z ky7 Xk :3(\;(

Definition (Finite time self-synchronization)

The function f is finite time self-synchronizing if the minimum value k,, is
upper bounded when (y) stands in the set of all input sequences. The
upper bound is called the self-synchronization delay of 7.
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Self-Synchronizing Stream Ciphers

Equations

Yk

f = Xk+1

Xy —+—

Decomposition of the next-state function

O fl:Fs — F3

_ [ ba) if =0
) = { R 1)

di(y,x0) = f(yi, f(yi-1, f(- -+, f(¥0,%0) - +))) 2)
= fYiofYi-1o...0fNo f}’O(XO)

v

Jérémy Parriaux, Philippe Guillot, Gilles Millérioux A Spectral Approach for Characterizing the Self-Synchronization of Stream Ci



Context

Spectral Analysis

Walsh Transform (of a Boolean function f : 5 — T¥5)

Vv € I3, E((v) = Z (_1)f(><)+x~v (3)
x€F]
Walsh Matrix (of a vectorial Boolean function f : F§ — TF5")
VueFy, vels w, = Z (= 1) fE)Hvx @)
x€lg

Composition of vectorial Boolean functions

1
Wrog = EWf x Wg (5)
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Main result

The system is self-synchronizing with synchronization delay i + 1
<~

The function ¢;(y, xo) is constant with respect to xo (or the function
¢?(xo) is constant)

Walsh matrix of ¢; restricted to a sequence y € IF;+1
1
Wd’f == WW{Y,‘ X - X nyO (6)
Walsh matrix of a constant function
o’n Q0 ... 0
+£2" 0 --- 0
+£27 0 --- 0
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Main result

Finite time self-synchronization

2" Q0 ... 2 0 ... Q0
Wo1| W22 W2 on W1l W22 W) 2n
Wfo - Wfl -
Wan 1| Won 2 Wan on Wan 1| Won 2 Won on
* *
£0 f1

Conditions on Wro and W

Finite time self-synchronization
<~
Wi, and W7 generate a nilpotent semigroup.
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Main result

Nilpotent reduced Walsh matrix

Nilpotent deduced Walsh matrix

@ Triangular reduced Walsh matrix < strict T-function

o Levitzky: Any semigroup of nilpotent operators is triangularizable

v

Three kinds of nilpotent Walsh matrices

@ those which are already triangular fr

@ those that can be triangularized by a change of basis whose matrix is
a Walsh matrix (bo fr o b™1)

© those that cannot be triangularized with such a matrix

Remark

| \

If two reduced Walsh matrices W/, W7 span a nilpotent semigroup of

nilpotency class greater than n, it necessary corresponds to Case 3.
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Let f : Fp x S —s T2 (n = 3) be,
Fy,x) = (v + 1)f°(x) + yfi(x)

with
fR(x) = x1+x0x + X + x0%
2(x) = x1+ xox1 + x0x2 + X1X2 + XoX1%2
2(x) = x+ xx
and
fr(x) = xox1 + XoX2 + X1x2
fH(x) = x2 + xox1%0
f(x)= xx

The class of nilpotency of the semigroup generated by W¢ and W is
C =4 > n. It can only be achieved in Case 3. J
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Possible exension

Extension to statistical self-synchronization

Definition (Statistical self-synchronization)

A function f is statistically self-synchronizing if

. lim Prob(Ky < k) =1, where Ky is the random synchronization delay
—+o00

for the random sequence (Y).

Sychronization probability
;
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